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Investment and Information Security Incidents : A Focus on Information
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ABSTRACT

Many organizations are threatened by numerous information security attacks which are resulting in information security
incidents. To prevent information security incidents, organizations invest on various information security measures like
information security products, monitoring services and security training and educations. However they do not have enough
knowledge about measurable utilities of information security investments. Since there is little studies empirically examining
the effect of information security investments, this research aims to find out utilities of information security investment. We
especially focuse on information security service investments. This study examined the data from the survey on information
security for business sector which was conducted by Korean information & security agency. We utilized negative binomial
regression model, which is a suitable model for over-dispersed count data. We found out that an investment on information
security education and vulnerability testing have direct impact on reducing information security incidents. This research
academically contributed to shed light on the utility of information security investments on reducing information security
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incidents. This research practically contributed to providing information security investment guideline for organizations which

want to reduce information security incidents efficiently.

Keywords: information security investment, information security product, information security service, security education,

training, and awareness (SETA) programs, security monitoring, vulnerability testing
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Table 1. Construct, survey question and scale
construct question scale
1) less
than 1%
2) 1% to
3%
3) 3% to
Q 4) In 2013, 5%
what percentage 4) 5% to
Information | of the total IT 7%
security budget did you 5) 7% to
investment invest on 10%
information 6) more
security? than 10 %
7) We
don't
invest on
informatio
n security.
Q 4-1) In 2013, Product
what percentage and its
Detail of of total service
Information | information
security security Education
investment investment did and
you pay on each training
sector of
information © Write
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Service)/DDoS(Di
stributed Denial
of Service)
attack

4.
Adware/spyware
infection

5. information
breach

6. ETC

Table 2. Statistics of
and education

investment on product

security?(If you down
pick 1 to 6 at percentage
Q4, then you of the
have to answer) investment
1) We do
regularly
regular Q 12) Do your .2) Weldol
information organization 13r)regu arly
security regularly conduct ete
- - 4) We
vulnerabilit | vulnerability don't
v test test? conduct
vulnerabili
ty testing
Q 9) What kind
of
countermeasures
does your
organization
utilize to
maintain
information | information .1) We use
security security? Please 1t
managemen draw check mark 2) We
t at the blank if .dont use
you utilize those it.
countermeasures.
Q 9-6)
information
security
monitoring and
control
Q 19-1) If your
organizations
suffer
information
security
incidents, please
check on the
square box that
describes type of reporting
) _ information the
information | security incidents number of
security that you suffer, informatio
incidents severity of the n security
incidents and incidents

frequency of the
incidents.

1. Computer
virus, Worm,
and Trojan
attack

2. Hacking

3. DoS(Denial of

Investment
Investment
on product on
Variable education
and
. . and
its service ..
training
Observation 7086 7086
Average 0.174 0.054
Standard deviation 0.505 0.184
Minimum 0 0
Maximum 6 3.2
Table 3. Statistics of investment on Threat
assessment and monitoring
Dummy variable : ) X
Threat assessment Frequency | Percent
We conduct it(1) 1,673 23.61
We don't conduct it(0) 5.413 76.39
Total 7086 100
Dummy variable : X
Monitoring Frequency Percent
We conduct it(1) 884 12.48
We don't conduct it (0) 6,202 87.52
Total 7086 100
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(29) o2 (53t w2 EAsksict =3 71419 A .
REek £ES e 4 Qe og 71A B4(30) and business
T S ARESE A W ojifel M F services:
2 Z7F AR5 FEsle] dr] wWeR sk rental and
FAAQ HHRHE AL HFsta gk St alcet?:iltniis
7= 12 Z9sta 1 919 719S B 002 A 12) Membership
FHslHon 7ol Atalol nls| ﬂiio} organizations
A% AT $RE 49E 12 Z9skw 2 - xepair and
other
99 AtE BF 002 msieleh BANS AF ther
F5-8 Table 4.4 Helalglon], s WS services
g £ Table 5.9 7oA Aelaksict 13) ETC
Table 6= 2E W55 71| AREHIE Aeldt Fol},
1) We have
Table 4. Survey question and scale for control 1nform%tlon
variable security
policy as an
Construct Question Scale official
document.
1) 1~4 2) We dOH't
2) 5~9 have the
How many 3) 10~40 policy yet,
Firm size employees does 4)50 ~249 Wi irl? }Ill,ow
your organization 5)250~499 gsfa} 1shing
have? 6)500~999 in Olmétlon
7) more than security
1000 Q1) Does your policy. ,
. organization have 3) We don't
Information information have
1)Agriculture security B . . .
Forestry policy security policy as information
ahd Fishery an official security
2)manufacture document? policy
3) Construction biic;lz?ehzt\}e
4)Wholesale some rules to
5) Transportation
6)Hospitality inf};irrlilt?on
7)Publishing, .
media securlty.,
broadcasting 4)We don't
and .have any
Catifory Category of information kind Zi rules
X Business service S
Business 8) finance information
and security
insurance policy.
9) real estate
and leasing Increase Q 4-2) In 2013,
10) Professional or did your
. scientific decrease investment on 1) Increased
and technical of information 2) Decreased
activities information | security increase | 3) No change
11) Business security or decrease,
facilities investment | compared to 2012 ?
management
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Table 5. Statistics of control dummy variables Table 7. Statistics of firm size
Dl.lmmy V.arlableﬂ : Frequency | Percent Variable The number of
Finance industry employees
Finance(1) 423 5.97 Observation 7086
Non-Finance(0) 6663 94.03 Average 2.588
Total 7086 100 Standard deviation 1.514
Dummy variable : Minimum 1
. PA)OSSPTSSIOD Of”. Frequency | Percent Maximum 7
information security
policy el o o1 o o
= 3 3 S3 oo 37l 7
We possess it(1) 1700 23.99 & 594 ) 70;6}]1] q?oL %f} ]] N éﬁwluf
; = A N7 HSAE o] L3 .
We don't possess it (0) 5386 76.01 708671 7191 by e gl 07ﬂ :\ |
N 719 5 7P =
Total 7086 100 ) om e e e A,
; - gL = 1008318 ALE A Table 8.2 &%
Dummy variable : 42 I, = e
Increase of - e ol Aba 3] RxE el Eolv)h F5d
information security requency ercent ’\‘ﬂ Axr Bk AFae] 3471 7MIAFE (countable
investment data) Feol7] W], ¥ Aol AaaE
Increased(1) 448 6.32 32 o] gatedr}(32). B AT oy kA 7}
Not increased(0) 6638 93.68 A 2R 23 FAE Sold 37 A wd
Total 7086 100 (negative binomial regression model)< °]-$
sfe] 24 Adaleleh. ol F5 W AR w
42 eums ok Al eld Babe] Fituek vl 2 et
¥ (Overdispersion) #@Ato] W3] ool S-o]3}
2 dFelxe Aol el F 708970 714 37 B uIS 0]83)1= Flo| o] Aglsly| wiiolrh(3s).
Table 6. Correlation of each variable
Dummy: Dummy: Product
Dummy | Information v Firm . Education | Wirnerahility L
o P Increase of . and its o . Monitoring
‘Finance security . slze . &training testing
. investment service
policy
Dummy
e 1.0000
‘Finance
Dummy:
Informetion | o704 | 10000
security
policy
Dummy:
Increase of | -0.0582 0.5084 1.0000
investment
Firm size | -0.0779 0.4352 0.4551 1.0000
Product
and its -0.0587 0.4558 0.9085 0.4360 1.0000
service
?lduc.at.lon -0.0349 | 0.3876 | 0.7428 | 0.3070 | 0.4358 1.0000
training
. ty -0.0643 0.5413 0.4240 0.3503 0.3804 0.3198 1.0000
testing
Monitoring | -0.0519 0.4430 0.4351 0.3226 0.4025 0.2942 0.4066 1.0000




276 ARH FA7F AslAbare] vl Gl 9%

i

P BN wE AN FAE FA 0

Table 8. Frequency of information security
incidents

Table. 9. Result of negative binomial regression
analysis

The
number of | Frequency | Percentage Maffileated
incidents
0 6836 96.47 96.47
1 91 1.28 97.76
2 62 0.87 98.63
3 34 0.48 99.11
4 6 0.08 99.20
5 6 0.08 99.28
6 4 0.06 99.34
8 2 0.03 99.36
9 12 0.17 99.53
10 5 0.07 99.60
11 3 0.04 99.65
12 1 0.01 99.66
13 1 0.01 99.68
14 3 0.04 99.72
15 1 0.01 99.73
16 3 0.04 99.77
18 2 0.03 99.80
19 3 0.04 99.84
20 1 0.01 99.86
24 2 0.03 99.89
28 2 0.03 99.92
30 1 0.01 99.93
104 2 0.03 99.96
125 1 0.01 99.97
218 1 0.01 99.99
1008 1 0.01 100.00

Table 9.+ 013 3|AFA ZAIE Qo Hol
o} B4 AI) 9] W F 7P 29 3ol AEEg)
o &, 1ol 24 P gt u E5in]o
Y g2 Ade IS 19)e] Aruel Alavt

e, R Z19eI4 A71He Aok 24 A
AG5E 7198 Auusk At gt

H

ol FPge WSk ARl 913 ok
Aol 24 FHAES Auugt AFL A4
ol Anuel mge] FAls Zlo] ARusk A
2% Zolt o] Enpelehs AUE it =
@ ABRE AF 2D ANA TS B A
0] A% Annel Aus EAOE Fo3 9
AL ek o] selE s},

—r‘m\i M

. Negative binomial
Variable . ..
regression coefficient
Dummy :Finance -3.266***
Firm size 0.002
Dummy: Policy -0.599%**
Dum.my- Increase of 0.873*
investment
Product and its service 0.534***
Education & training -1.541**
Vulnerability testing -1.042%**
Monitoring 0.819**
Consistant -2.204***
Alpha 71.345
Observations 7086

Table 10.& 70867 719 & Abu2
N 713k dAke® Foldt 3RS
& A Zolrh AA 719E ddes AAR ¥4
Axtel FdsiA 7P 29) 3o] AeE|gic} wak A
A NE e & 24 Avels 9o Auns
AZE Exu ARKol Aluel EAH R g3 oF
A AERRAZE Sloks Aol #]lE sl

Table. 10. Result of negative binomial regre-
ssion analysis with organizations which suffered
information security incidents

Negative binomial

Variable regression coefficient
Dummy :Finance -1.63
Firm size -0.059
Dummy: Policy 1.413***
Dumimy- Increase of 0.462
investment
Product and its service 0.285%**
Education & training -1.39"**
Vulnerability testing -0.941%***
Monitoring 0.166
Consistant 1.832"**
Alpha 1.659
Observations 250
5.2 =2
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7P AAA R AR R AlaE Fol dlo] 7]efgt
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s w8 xSt 9le 71guks Ul E &
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7149 AHESE AluE Fol= el 7]efdche AL
As AR Wb 7ol 71E8 AR H)
A g Al T2 U 3RS FafellA 7]
9 ARRE AnE FrA7le e AdHow
71of3ke A Aol ol tigh FAfel Hrh
21E A Fehe Aol F2F Aotk 53] 28lEel
g ARRS who] Huugk I AlnE Fole
del &84 4 glth AHHE w8 AR Hot
o] FaAE sl weko R A=A (38), AHM
B WSS AAE 22 FASlEe] 229 AX
AAEE HEshs s Us Fa3H 7A Ha,
Z27) FALES] AHHHk o4e] Abgc}(39). A
BHl ofXo] gt 22 FANES AHHE A
AL oS & FrsA =ol40) 27 FALE
°|gk AR Bk Abar) Zhad = 9l

AA 7193 AlE APe 25070 71 o
02 So|d IAEAS AAZ A3 nF FEoR
AERS AF FAL AHEE Alael FAHSR
frolgh A ARIAL Qlehe Aol E]lE gt
w3k Table 5.9 AheA] Azl ofshd AR uak
AFol gt FAe} AmEe Fx FUt HEls

0.90859] =& AAAIE ZaL olgol gelE et
ol ARES AFel it FAb F7PF AR K A

38 Zole dlel slelsh Rtk o] ohja,
@3 719050] Awh AR olF AFL AFAL
= Eqjale] F71Ael Anwet Azl o 7heA
& Zolelz wsie A% B

g oArh(34]). =3k

T’]i“"l o 1771 v
Huoh AAE wEy, ARHG} 25 FXAT]=
Ao 2E 719le ARKE A1E EY 4 ¢leS
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